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Abstract. With the continuous growth of data resources, outsourcing
data storage to cloud service providers is becoming the norm. Unfortu-
nately, once data are stored on the cloud platform, they will be out of
data owners’ control. Thus, it is critical to guarantee the integrity of
the remote data. To solve this problem, researchers have proposed many
data auditing schemes, which often employ a trusted role named Third
Party Auditor (TPA) to verify the integrity. However, the TPA may not
be reliable as expected. For example, it may collude with cloud service
providers to hide the fact of data corruption for benefits. Blockchain has
the characteristics of decentralization, non-tampering, and traceability,
which provides a solution to trace the malicious behaviors of the TPA.
Moreover, Intel SGX, as the popular trusted computing technology, can
be used to protect the correctness of the auditing operations with a slight
performance cost, which excellently serves as the of the blockchain-based
solution. In this paper, we propose a secure auditing scheme based on
the blockchain and Intel SGX technology, termed SDABS. The scheme
follows the properties of storage correctness, data-preserving, account-
ability, and anti-collusion. The experiment results show that our scheme
is efficient.

Keywords: Blockchain - Intel SGX - Cloud storage  Data auditing -
Data preserving

1 Introduction

With the development of big data, the Internet of things, 5G, and other new
technologies, data have grown explosively and become a strategic resource. As
the local storage and computing capacities of users are very limited, which can
not meet the users’ storage and computing needs, users normally store massive
data in a remote cloud storage service provider with a low cost. However, cloud
storage service providers are not fully trusted, and they may modify or even
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delete users’ data for commercial interests. Besides, natural disasters (such as
earthquakes and fires, etc.) may also cause damage to the data integrity. Incom-
plete or wrong data in the big data analysis will lead to the error of results, and
even cause huge economic losses, so we need to ensure the data integrity.

The traditional data integrity auditing method needs to download the cloud
data to the local for verification, which will consume a lot of bandwidth resources,
and also bring huge waste of storage space and computing resources to users.
A smarter approach relies on a third-party auditor (TPA) for verification (i.e.,
calculating the auditing task) instead of the user. But audit institutions may
collude with cloud service providers to give back false results to users to obtain
benefits.

Blockchain, which has the characteristics of decentralization, non-tampering,
and traceability, provides a new solution to the cloud data auditing [22-24]. Some
schemes [9,10] used blockchain to eliminate the TPA hypothesis and improved
the reliability of data audit results. However, these schemes employed smart
contracts to complete the audit of user data, which increased the computation
of blockchain, with the high cost and low efficiency [25]. Other schemes [11,16]
made use of the blockchain to assist in recording audit results and realized
the regulatory function for malicious roles. However, it can only guarantee the
responsibility after the event and cannot directly ensure the reliability of audit
results.

Intel software guard extensions (SGX), as a new trusted computing tech-
nology, can provide the trusted execution environment (TEE) for applications,
which protects the confidentiality and security of internal data and provides
runtime security [26]. In this paper, we propose a cloud data auditing scheme
based on SGX and blockchain, named SDABS. We use SGX to ensure the correct
implementation of audit work, and blockchain to ensure the traceability of audit
results. Finally, we analyze the security of SDABS, and implement the simula-
tion experiment to evaluate its performance. The experiment results illustrate
the effectiveness of the scheme.

The rest of the paper is organized as follows. Section 2 presents the blockchain
and Intel SGX technology. Section 3 explains the related research works of the
cloud data auditing. Then, we introduce the system model, the threat model,
and the design goals of SDABS in Sect. 4. Our scheme is described in Sect. 5. We
analyze the security of our scheme in Sect. 6, and present the simulation results
in Sect. 7. We discuss the application of TEE technology in Sect. 8. Finally, we
give the conclusion in Sect. 9.

2 Background

2.1 Blockchain Technology

Blockchain is the underlying technology of Bitcoin [17], which aims to provide
a decentralized and tamper-proof digital ledger in an untrusted environment.
Essentially, blockchain is a chain of blocks, and each block consists of many trans-
actions. Cryptography technology is used to link the two blocks. A slight change
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in one block will affect blocks following it. Besides, nodes in the blockchain
network jointly maintain this ledger using certain consensus algorithm (e.g.,
PoW [17], PBFT [18], PoS [19], etc.). Thus, it is very difficult for malicious
attackers to modify the data on the blockchain, which ensures the credibility of
blockchain data. One of the dilemmas of big data is how to deal with data shar-
ing in an untrusted environment due to the doubt among different profit-driven
entities [21]. In this scenario, blockchain technology can deals with this trust
issue gracefully.

2.2 Intel SGX

Intel software guard extensions (SGX) is one of the most popular TEE technolo-
gies, which has been integrated into the commodity CPU of Intel [26]. It provides
the new CPU instructions to help users create the secure container called enclave
in an SGX-enabled platform. The confidentiality of programs in the enclave is
protected by some hardware modules, even the privileged softwares (e.g., kernel,
hypervisor, etc.) are malicious. Specifically, an external program cannot access
the data in the enclave directly, and the data in the enclave are also encrypted
until being brought to the processor.

SGX provides the remote attestation mechanism to help an enclave commu-
nicate with a remote party securely. Before information is exchanged, two parties
perform the attestation protocol, which can prove that the particular code is run-
ning securely in this enclave and this enclave is on a real SGX-enabled platform.
Moreover, the remote attestation mechanism can help two parties build a secure
communication channel by the additional key exchange protocol. We refer the
readers to read [27] for a detailed description.

3 Related Work

To ensure the integrity of data stored on an untrusted cloud server, Ateniese
et al. [1] first proposed the concept of provable data possession (PDP), realizing
that the user can verify the integrity of remote data without downloading. How-
ever, it made users keep online for verification, which was unfriendly to them.
Then, Wang. et al. [2] introduced the concept of Third Party Auditor (TPA)
into the PDP scheme, where users were liberated from the heavy burden of
auditing. The introduction of TPA has brought privacy concerns, so Wang et
al. [3,4] used proxy re-signature for the group users to hide the identity of the
individual within the group. Wang et al. [5] adopted the homomorphic authen-
ticable ring signature for protecting the user’s privacy, but it was not suited to
large-scale users due to the computation cost. Liu et al. [6] further extended the
TPA hypothesis to the malicious one, pointing out that the audit scheme should
be able to deal with malicious TPA. Huang et al. [7] used matrix calculation
to invoke multiple TPAs for auditing, but it introduced extra and large useless
calculations.
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Blockchain, as the underlying technology of the digital cryptocurrency, imple-
ments the tamper-proof storage, which meets the need of auditing scheme for
solving the problem of TPA. Consequently, many blockchain-based auditing
schemes have emerged in recent years. Suzuki et al. [8] adopted blockchain as the
information channel among users, TPA, and cloud service providers. Liu et al. [9]
proposed a private IoT data auditing framework, using smart contracts to ver-
ify the data integrity. Yu et al. [10] used smart contracts instead of the TPA.
Wang and Zhang [11] proposed a Blockchain and Bilinear mapping based Data
Integrity Scheme (BB-DIS) for large-scale IoT data. Huang et al. [12] and Hao
et al. [13] put the blockchain nodes as the auditor to verify the data integrity.
Indeed, these schemes increased the computing overhead of blockchain. Zhang
et al. [14] proposed the first certificateless public verification scheme against pro-
crastinating auditors (CPVPA) by using blockchain technology to address the
procrastinating attack of auditors. Xu et al. [15] proposed an arbitrable data
auditing protocol, adopting the commutative hash technique, for the dishonest
parties. Lu et al. [16] adopted Hyperledger Fabric [20] as a platform for the
auditing and proposed two algorithms for choosing TPA. Blockchain technology
is better suited as a tool for accountability in hindsight, but a more secure and
reliable tool is needed at runtime when verifying the integrity.

4 Problem Statement

In this section, we describe the system model of SDABS and then describe the
relevant threat model. Finally, we indicate the design goals of our scheme.

4.1 System Model

We show the architecture of our scheme in Fig. 1, which consists of four roles:
Users, Cloud Storage Service Provider (CSP), Third Party Auditor (TPA), and
Blockchain (BC). Users are resource-constrained individuals, who are unable to
store big data and perform onerous auditing tasks. The CSP provides storage
service for uses and responds to auditing challenges of users’ data. The TPA is an
auditing service provider, which maintains an SGX-enabled platform to perform
auditing operations. The BC is a blockchain system (e.g., Bitcoin, Ethereum,
Hyperledger Fabric), which serves as the bridge between users and the TPA. To
ensure the quality and integrity of the data, users synchronize auditing requests
to the BC. The TPA will obtain the requests from the blockchain and send
auditing challenges to the CSP to check the integrity of users’ data. Finally, the
auditing results will be synchronized to the blockchain network, which can be
acquired by users.

4.2 Threat Model

In our assumption, the CSP is an unreliable party. It will try to remove the less-
used data of users to reduce the cost of storage. More seriously, the CSP may
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Fig. 1. The architecture diagram of SDABS.

tamper with partial data for some malicious purpose. We assume that the TPA
is untrusted, and can control the communication of the enclave or terminate the
enclave. Specially, the TPA may collude with the CSP to fraud users. Moreover,
we assume the SGX technology is normally trustworthy. Security and confiden-
tiality of data can be protected by the enclave and the remote attestation can
prove the reliability of the remote SGX-enabled platforms. We also assume that
over 50% of nodes in the BC are honest and hence the blockchain can not be
arbitrary tempered.

4.3 Design Goals

As SDABS is designed to operate with untrusted entities, it is designed to achieve
the following goals, including storage correctness, data-preserving, accountabil-
ity, and anti-collusion.

(1) Storage Correctness: the data is stored by the CSP. For the data challenge
proposed by the TPA, the CSP can only pass the auditing if it provides
correct data proof.

(2) Data-Preserving: during the auditing process, based on the tag from the
user and the data proof from the CSP, the TPA cannot infer the user’s real
data.

(3) Accountability: in our scheme, once an entity violates the agreement, it will
be found and blamed.

(4) Anti-Collusion: it is difficult for the CSP and the TPA to deceive users by
colluding.



274 H. Lei et al.

5 The Proposed Scheme

5.1 Preliminaries

The bilinear pairing plays a significant role in the data auditing schemes [2—4,8].
We will introduce the properties of the bilinear pairing briefly.

Bilinear Pairing. Given two multiplicative cyclic groups of large prime order
q, G1 and Gr. Let g and go be the generators of G; and G, respectively.
A cryptographic bilinear map is a map e: G; X G; — Gr satisfying the three
properties as follows.

(1) Bilinear: for VP,Q € Gy and Vz,y € Z, e(P*,QY) = (P, Q)";
(2) Non-degenerate: g1 € G1, then e(g1,91) # 1;
(3) Computable: the map e can be computed efficiently.

5.2 The Process of SDABS

SDABS includes three phases in a typical circumstance: tag generation, storage,
and auditing.

Tag Generation Phase. In order to audit data correctly, the user needs to
generate the tags of the data. The user first generates the relevant parameters as
follows. Two multiplicative cyclic groups are denoted as G; and G, respectively.
p is the prime order of the groups and g is the generator of the group Gj.
Thus, the cryptographic bilinear map e can be expressed as G; x G; — Gr.
Hy : {0,1}* — G is the hash function that maps a string data to a point in
Gi. Similarly, Hy : G1 — Z denotes the other hash function, which maps a
point in G to a point in Z;. The user selects a secret key r € Z; randomly and
then calculates the public key PK = ¢*. It is worth noticing that the part of
parameters need to be published to all parties, including e, Hy, Hy, PK. Then
the user splits the data into data blocks denoted as D = {d;,ds, - ,d,} and
chooses a random element 7 € G to calculate the tag o; = (H(d;) - r(®))* for
each data block d;. At this point, the user holds the data blocks {d;,ds, - ,dy}
and the corresponding tags {01,092, - ,0n}.

Storage Phase. This phase is divided into two steps: (1) The user uploads data
to the CSP and deletes the local data. (2) The user sends the corresponding tags
to the TPA and removes them from the local. The details of the two steps are
as follows.

Stepl. The user sends a request to the CSP for storage service and then
uploads the data blocks {di,ds, - ,d,}. After the successful upload, the user
can delete the local data to save storage.

Step2. To establish trust with the enclave in the TPA platform, the user must
receive assurance that the enclave is running in a real SGX-enabled platform and
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that the auditing codes are correctly loaded in the enclave. This is implemented
through remote attestation provided by SGX. Note that the remote attestation
protocol has the self-defined data field, which can be used to build a secure
communication channel by the key exchange protocol (e.g., Diffie-Hellman key
agreement method [33]). In this step, the user first employs the remote attesta-
tion protocol to verify the enclave in the TPA platform and to build a secure
channel with it. Thus, if the user transmits the message through the secure chan-
nel, the message can only be decrypted by the enclave. Then, the user sends the
tags {01,092, -+ ,0,} to the TPA using the secure channel. The tags correspond
to the data blocks in the Stepl of this phase. The tags will be delivered to the
enclave and be stored securely. The enclave then returns the storage result to
the user by the secure channel. Finally, the user removes the local tags to save
storage.

Auditing Phase. In this phase, the user issues the auditing request in the BC.
Then, the TPA obtains the request from the BC and constructs a challenge in
the enclave to the CSP. When the CSP receives the challenge, it computes the
response and sends it to the TPA. After verification, the TPA will publish the
auditing results in the BC.

Stepl. The user issues the auditing request in the form of a blockchain
transaction and synchronizes the transaction to the blockchain network. A
request includes the identifiers of the data blocks to be audited such as
{ida,idg, - - ,ida} (id; is the unique identifier of d;), the expected time T, the
rewards R, and the signature of the request. Due to the user has built the secure
channel through the remote attestation, the user can use the exchanged key to
encrypt the request as the signature, which can only be verified by the enclave.

Step2. The TPA real-time synchronizes the blockchain to the enclave.
The enclave identifies the relevant transactions in the blockchain and ver-
ifies the signatures. It then acquires the identifiers of the data blocks
such as {ids,idy, - ,idoo}, and the corresponding tags {o2,09, - ,09}.
To construct the challenge, the also need to generate a random num-
ber for each data block, which is denoted as wv;. The challenge C =
({idg, idg, ce ,idQO}, {0’2, agg, - ,0’20}, {’UQ, Vg, - ,’020}) will be deliver to the
CAP and be sent to the CSP.

Step3. After receiving C, the CSP first verifies the tags {02,009, -+ , 020} to
ensure that C is initiated by the enclave. Then the CSP computes t; = d; - v;
for each data blocks and aggregates all results as the respond respondcsp. As
the above example, respondcsp = to + tg + - -+ + tog. The CSP final returns
respondcsp to the TPA.

Step4. The TPA delivers respondcsp to the enclave, and the enclave calcu-
lates verificationppa = 09V2 - 09" - - - 099"2°. Then the enclave computes For-
mula (1) to verify respondcsp, where I indicates the number of the audited
data blocks. If the equation is true, the enclave will hold that the CSP stores the
user’s data correctly and completely. Otherwise, the CSP will be regarded as dis-
honest. After verification, the enclave returns the auditing report, which includes
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the auditing result and the signature of the result. The signature is generated
by the exchanged key, similar to the process in the Stepl of this phase. Finally,
the TPA constructs a blockchain transaction and synchronize it to publish the
report.

o([[o:" 9) = e[ Hu(d)" - rZser %, PE) (1)
icl iel

Steps. The user acquires the auditing report from the blockchain to perceive
whether its data is corrupted. As the blockchain is public and tamper-proof, the
TPA can provide the proof (i.e., the transaction with auditing request and the
transaction with the auditing result in the blockchain) to the user and gets the
rewards R. Moreover, the user can refuse to pay the rewards, if the auditing time
exceeds the expected time T'. It’s easy to calculate the auditing time because
each block in the blockchain involves the timestamp that denoting its confirmed

time.

6 Security Analysis
In this section, we analyze the following security features of SDABS, namely:
storage correctness, data-preserving, accountability and anti-collusion.

Storage Correctness: If all roles execute the protocol correctly and the data
stored in the CSP is integrated, the storage correctness can be ensured.

Proof. We prove the correctness of our scheme as follows:

G(H (rbivi ) g)

; i’(g (H(di) - %)™, 9)
= 6(11 (H(di)- )", g") 2)
= e(f[ H(d;)™ - p2ier 4w g7)
= e(ﬁ H(d;)" - r2ierdivi PE)
ier

Data-Preserving: The TPA cannot recover the real data from the auditing
information.

Proof. Tt is difficult for the TPA to recover user’s data by computing J[,.; ¢:"
or Y .c;div;, where ¢; = (H(d;) - 7(@))?  The original data d; is protected by
H : {0,1}" — Gy, r and the user’s secret key z. Besides, in the D ier divi,All
of the d; is blinded by v; generated by the enclave. Based on the hardness of
Computational Diffie-Hellman (CDH) problem in Gy, it is hard for probabilistic
polynomial time adversary to compute d;.
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Accountability: The party who breaks the protocol can be blamed.

Proof. In SDABS, the results of auditing will be sent to the blockchain by the
SGX. SGX provides a secure runtime environment that makes it difficult for an
adversary to tamper with its contents, making data transmitted to the blockchain
believable. Blockchain is a kind of decentralized database, which uses cryptogra-
phy technology to realize the non-tampering characteristics, which ensures the
credibility of the data in the blockchain. Both off-chain and on-chain ensure that
the data is credible, which ensures the credibility of the audit results kept on
the blockchain. Any breach of the agreement by either party can be determined
by the audit results. In this way, SDABS realizes the accountability.

Anti-Collusion: The TPA with SGX can hardly collude with the CSP to fraud

users.

Proof. If the TPA wants to collude with the CSP to defraud the user, either
the CSP falsifies the data or the TPA falsifies the results. For the former,
CSP needs to construct data d without the user’s private key, so as to satisfy
e([Tiey H(d))" - r2ier divi PK) = e([1;c; ", g). Similarly, based on the hard-
ness of Computational Diffie-Hellman (CDH) problem in G; and the collision
resistance of hash function, it is hard for probabilistic polynomial time adversary
to realize this equation. Hence, the CSP is incapable of forge the results. For the
latter, the auditing process is carried in the enclave, including the storage of data
tags, the generation of random numbers, and the verification of proof, which are
not controlled by the TPA. Therefore, the TPA cannot falsify the results.

7 Performance Evaluation

We implement the simulation experiment to evaluate the performance of our
scheme. The three roles (i.e., the user, the CSP, and the TPA) run on the same
PC with Ubuntu 16.04 LTS operating system, a 2.40 GHz Intel(R) Core(TM)
CPU i7-8700T, and 16GB RAM. Specially, the program of the TPA is loaded
in an enclave on the PC to perform, and the programs of the user and the CSP
are performed in the normal memory.

Figure 2 illustrates the computation time of the three roles with different
numbers of audited data blocks. To show the results clearly, we fix the size of
the data block to 1 KB. We can see that the computation time of all roles
is increased linearly with the numbers of audited data blocks. Specially, the
user has a higher computation time overhead than other roles, because the user
needs to generate the tags for each data block, which contains map-to-point
hash functions involving expensive computation. The tags of data blocks are
only calculated once in the whole scheme, thus the time overhead is acceptable.

We also test the performance overhead caused by the use of SGX. Specifi-
cally, we compare the computation time of the auditing operations executed in
the enclave with the time of the same operations performed out of the enclave.
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Fig. 3. The performance of the auditing operations performed in and out of the SGX
enclave.

Figure 3 shows that the former is slightly more than the latter, which is because
the programs in the enclave need to execute the additional encryption, decryp-
tion, and scheduling operations. However, all operations are limited on time
scales of seconds, which is applicable to real scenarios. Thus, it is an efficient
way to protect the audit process using the SGX technology.

8 Discussion

SGX can be applied into many fields, smart grid, blockchain, etc. Li et al. [30]
leverages the SGX to protect the privacy of users when grid utilities are execut-
ing rich functionalities on customers’ private data. Lind et al. [31] adopt TEE as
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a safe treasury to execute off-chain transactions asynchronously, prevent misbe-
havior of parties and maintain collateral funds. Bentov et al. [32] design a kind
of exchange that offers real-time cross-chain cryptocurrency trades and secure
tokenization of assets based on the SGX. And many application can be ported
to the other TEE technologies if conditions permit. Arm TrustZone technology
is also a famous TEE technology, offering an efficient, system-wide approach
to security with hardware-enforced isolation built into the CPU [28]. However,
TrustZone is focused on the mobile side [29], not the server side. TrustZone is
a good choice in the future if edge computing can be used to offload the data
integrity auditing to the mobile side.

9 Conclusion

The quality and reliability of data are greatly significant in the age of big data.
In this paper, we propose SDABS, a new cloud data auditing scheme, based on
the SGX and the blockchain technology. The scheme employs SGX to improve
the reliability and stability of the auditing process and to eliminate the trust to
the TPA. By introducing the blockchain, SDABS implements the accountability,
which can trace the inappropriate behavior of any entities. We analyze the secu-
rity of SDABS, which demonstrates that the proposed scheme has the features
of storage correctness, data-preserving, accountability, and anti-collusion. The
performance evaluation shows that our scheme is feasible and efficient.
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